554553 1 W2 L A5 e A2 Vol4 No.3
2018 £ 3 H Chinese Journal of Network and Information Security March 2018

LA M4 5+ A PRl KT 5Tt R

Wik, Tk, Rmle
CHFH TR G TR, WTH MM 450002)

W OE: ARG, SR e S R 4% A AT A B ) —, SR T B A T gk
ATREBVTIR, 9028 B B 48 T 54 7 D 77 0 Jg e L5 FH P RO R e A AR AS I A AR R, DR K 31T
FEN A ) AT TR BB 7 I AR ) S T TR, FE a5 — AN IR A . SRR E A
FHARAIREO7 NG REAR S FHIERR IR B YERRE . AL WERRIE . WD IE S5 BURRIE: &
REB RN HIN B AL B EIL S EEE: 45 RV 2 R AR b RS i feeR . e, RE
T ZARASR IS )

KR LRSI RN TR e A

HESES: T309

CEkFRIRAD: A

doi: 10.11959/j.issn.2096-109x.2018025

Research progress of abnormal user detection
technology in social network

QU Qiang, YU Hongtao, HUANG Ruiyang
National Digital Switching System Engineering & Technological R&D Center, Zhengzhou 450002, China

Abstract: In social networks, the problem of anomalous users detection is one of the key problems in network secu-
rity research. The anomalous users conduct false comments, cyberbullying or cyberattacks by creating multiple vests,
which seriously threaten the information security of normal users and the credit system of social networks , so a
large number of researchers conducted in-depth study of the issue. The research results of the issue in recent years
were reviewed and an overall structure was summarized. The data collection layer introduces the data acquisition
methods and related data sets, and the feature presentation layer expounds attribute features, content features, net-
work features, activity features and auxiliary features. The algorithm selection layer introduces supervised algo-
rithms, unsupervised algorithms and graph algorithms. The result evaluation layer elaborates the method of data an-
notation method and index. Finally, the future research direction in this field was looked forward.
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